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Overall Score

70/100

Security score: 70/100

Passed Checks

e ? Strict-Transport-Security header present

? Content-Security-Policy header present

? X-Frame-Options header present

? X-Content-Type-Options header present

? Referrer-Policy header present

? X-XSS-Protection header present

Failed Checks

o ? Permissions-Policy header missing
e ? Cross-Origin-Opener-Policy header missing
e ? Cross-Origin-Embedder-Policy header missing

e ? Cross-Origin-Resource-Policy header missing

How to Fix

o Add a Permissions-Policy header to restrict which browser features and APIs the site may use.
e Add a Cross-Origin-Opener-Policy header to isolate the browsing context from cross-origin windows.
¢ Add a Cross-Origin-Embedder-Policy header to prevent loading cross-origin resources that don't explicitly grant permission.

¢ Add a Cross-Origin-Resource-Policy header to control which origins may embed this site's resources.



Technical Details
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