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Overall Score

70/100

Security score: 70/100

Passed Checks

? Strict-Transport-Security header present

? Content-Security-Policy header present

? X-Frame-Options header present

? X-Content-Type-Options header present

? Referrer-Policy header present

? X-XSS-Protection header present

Failed Checks

? Permissions-Policy header missing

? Cross-Origin-Opener-Policy header missing

? Cross-Origin-Embedder-Policy header missing

? Cross-Origin-Resource-Policy header missing

How to Fix

Add a Permissions-Policy header to restrict which browser features and APIs the site may use.

Add a Cross-Origin-Opener-Policy header to isolate the browsing context from cross-origin windows.

Add a Cross-Origin-Embedder-Policy header to prevent loading cross-origin resources that don't explicitly grant permission.

Add a Cross-Origin-Resource-Policy header to control which origins may embed this site's resources.



Technical Details

Host github.com

Success Yes

Status Code 200

Response Time Ms 126

Final Url https://github.com

Redirected No

Redirect Count 0

Redirect Loop Detected No

Is Https Yes

Http Version 1.1

Gzip Enabled No

Brotli Enabled No

Content Encoding

Hsts Present Yes

Hsts Value max-age=31536000; includeSubdomains; preload

Security Score 70

Ipv4 Address 20.207.73.82

Ipv6 Address

Reverse Dns

Server Software github.com

Cors Allow Origin

Cors Allow Methods

Cors Allow Credentials

Cors Enabled No

Mixed Content Upgrade Directive Yes

Mixed Content Block Directive No

Cache Control max-age=0, private, must-revalidate

Expires

Etag W/"841489ef4b62f4ff55f51c5cc07c788e"

Last Modified

Age

Download Size Bytes 572397

Content Length Header

Cdn


